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Factsheet

Responding to a cyber security incident

Quick guide

« Whenresponding to a cyber security
incidentitis critical torespondin a
timely manner

« Seekimmediate help from your
IT provider/forensic specialist as
soon as you have identified a cyber
security incident

« Having a business continuity and
disaster recovery planis critical to
allow you to continue to care for
your patients during a cyber security
incident

This factsheet aims to help you prepare
for and respond to a cyber security
incident. It provides a quick guide on the
followingissues:

« how torecognise a cyber security
incident

+ minimising the damage

« whento seek expert advice

« retrieving back-up data

« how torespond toransom demands

« maintaining continuity of your practice
-+ reporting requirements.

A cyber security incidentis an event

or aseries of events that compromise

or threaten to compromise the
confidentiality, integrity, or availability

of information or information systems.
These incidents canrange from simple
attacks like phishing or malware
infections to more sophisticated attacks
like network breaches, ransomware
attacks and advanced persistent threats.
Cyber security incidents can alsolead to
the theft of sensitive patientinformation,
financial losses and reputational damage
to yourself and the practice, and
disruption to critical operations.

Recognising anincident

Recognising a cyber security incidentis
not always easy as they can take many
different forms and can be subtle or
sophisticated. There are some signs you
canlook out for that may indicate you are
experiencing a cyber security incident.

+ Unusual activity on your computer
or network, such as new software
installations, unauthorised access
attempts or unusual network traffic.

+ Unusual pop-ups or warning

- Changes to system settings such as
achange in your browser homepage
without your knowledge or consent

+ Unexplained slowdowns or crashes

+ Unexpected emails or messages.

If you experience any of these issues
and suspect that you are experiencing
acyber security incident, itisimportant
to take immediate action.

Responding to anincident

There are several things you can do to

help minimise the impact of a cyber

incident and prevent them in the future.

« Disconnect from the internet. If you
suspect that your computer or
network has been compromised,
disconnection from the internet can
prevent the attacker from accessing
your system or stealing your data.



« Turn off all computers. Remove the
power cord from the wall and do not
connect the back-up data or any
portable devices such as laptops to
the network.

+ Alertyour IT service provider or
forensic specialist. It isimportant to
report any cyber security incidents
to your IT service provider or forensic
specialist as soon as possible. They
canhelp youinvestigate the issue and
take the necessary steps to mitigate
the damage.

Have the number for IT service
provider/forensic specialists
somewhere, so you do not require
computer access to locate it. Your

IT service provider or forensic
specialist should also be able to
identify if any of your patient records or
other datahas been lost or exfiltrated.

Retrieve backups

You should be able to retrieve medical
and other practice records from

your back-up files if the files have not
beeninfected. The Australian Cyber
Security Centre (ACSC) recommends
back-up files be retained for atleast
three months. Check all back-up data
servers are operating. Disconnect
your back-ups when not in use and
keep aback-up offline, and at a secure
location offsite.

If the IT service providers or forensic
specialists are confident that your data
canbe retrieved from back-up systems,
you need to know how long this will take.
Ensure back-up drives:

- areregularly tested for viability so
they can be used when needed; and

.+ contain all the information needed
to run your practice such as medical,
accounts and personnel records.

The ASCS has further information on
how to back up your files and devices.
How to backup vour files and devices |

Cyber.gov.au

Responding to aransomware
demand

If aransomware email or messageis
detected which demands money or
Bitcoin, you must decide how to respond.
The ACSC and the police advise against
paying ransom demands as doing

so does not guarantee your files will

be restored, nor doesit prevent the
publication or sale of any stolen data. It
may also increase the likelihood of your
practice being targeted again. It can
increase the viability of the ransomware
market putting other healthcare
practices atrisk.

Inresponse to aransom demand,
consider the following:

+ Whatis the subject of the
ransomware attack - specific data
files or devices, or your whole system?

+ Is your data backed up? How long will
it take and what will it cost to restore?

+ How much are the cyber criminals
demanding to release your data?
What are the likely financial costs if
the ransomis not paid? For example,
the cost of the destruction of or loss
of data, lost productivity, business
interruption, investigation, public
relations, attempted restoration and
recovery of systems.

« What about non-financial costs?
Willlack of access prevent you from
providing key services?

« Whatis your practice's tolerance for
payment of ransoms? Will it refuse to
pay on principle?

Continuing your practice while the
cyberincidentis resolved

A business continuity plan that outlines
procedures to maintain patient care is
essential.

Lack of access to electronic medical
recordsis notinitself areason to
decline to see patients. Lack of access
to medical records willimpede patient
care and make it difficult to continue to
practise, but patients will still expect to
be seen. This should be coveredin your
business continuity plan. For example
you may have to revert to paper and
treat every patient as a new patient.

If your patients have a My Health
Record, they may be able to access
relevant details on their phones.

If the appointments system has been
lost, access to an appointment or day
sheet printed the previous day should
see you through the first 24 hours.
However, if the system remains down
patients may continue to turn up for
appointments. Reception staff should
take each patient’s details and note
the time of the appointmentina
manual diary.

Retrieving patient information

Explain to patients thereis anIT issue
and that the medical records system
is unavailable so you will need some
information from them. You may
also ask the patient to access their
My Health Record.

In some cases, without access to a

patient’s medical records you may
need to go back to basics and take
a history. Check with the patient for

allergies before prescribing medication
and if any pathology or imaging results
are outstanding.

Staff willneed note pads and script
pads so they can document notesin
paper-based records. Secure these
records in filing cabinets/cupboards.

Itisimportant to keep all staff updated
on aregular basis about how long the
systems are likely to be unavailable.

If back-ups are not available or will

take time to retrieve you may need

to consider other ways to recreate
apatient'srecord. The following are
examples of steps you can take to
retrieve information from other sources:

« Checkif hard copies of results
or referrals have beenretained
(e.g.secure disposal bins)

+ Pathology/imaging companies can
provide copies of recent results and
reports.

« Specialists should contact GPs for
copies of referral letters and vice versa.

+ Local pharmacies may have
medication histories.

+ Nursing homes will have medication
charts/notes.

+ Hospitals can provide discharge
summaries.

Communications with patients and
providers

Develop aplan for what you are
going to tell patients, other providers,
external stakeholders and the media.
Your communications to patients

will be different if data has been lost
or exfiltrated, or if data has been
encrypted but not lost.

We recommend you have a
communications plan that covers

how to deal with mediainquiries and
external stakeholders. Inthe case of a
significant incident, consider obtaining
advice from a public relations company.

Reporting requirements

If patient data has beenlost, the
incident may be a notifiable data
breach that needs to be reported to
the Office of the Australian Information
Commissioner andimpacted persons
under the Notifiable Data Breach
scheme. See Avant's Notifying a data
breach under the Notifiable Data
Breach scheme for further guidance.

Consider whether the breach s likely
toresultin 'serious harm'. If the data
remains encrypted, has not been
transferred from the system and is not
being used by the hackers the breach


https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-backup-your-files-and-devices
https://www.cyber.gov.au/protect-yourself/securing-your-devices/how-backup-your-files-and-devices
https://www.avant.org.au/Resources/Public/notifying-a-data-breach/
https://www.avant.org.au/Resources/Public/notifying-a-data-breach/
https://www.avant.org.au/Resources/Public/notifying-a-data-breach/

will not necessarily cause serious harm.
This should be considered with your IT
service provider or forensic specialist.

You may also wish to report the incident
to the ACSC, which uses reports as

the basis for providing assistance to
organisations.

References and further reading
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- Avant - Data Breaches: all you need
to know

- Avant - Avant - Data breach

For more information preparing a
data breach response plan under the
Privacy Act.

« Databreachresponse plan| OAIC

A data breach response plan for the
My Health Record

« My Health Record Data Breach
Response Plan (odic.gov.au)

For more information orimmediate
medico-legal advice, calluson
1800128268, 24/7 inemergencies.

notification under the Notifiable Data avant.org.au/mlas

Breaches Scheme
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« Avant - Notifiable data breach ;ﬁ@* i avant.org.au/avant-
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Australian Cyber Security Centre

« Preparing for and Responding to Cyber
Security Incidents | Cyber.gov.au

« How to backup your files and devices |
Cyber.gov.au
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*IMPORTANT: This publication is not comprehensive and does not constitute legal or medical advice. You should seek legal or other professional advice before
relying on any content, and practise proper clinical decision making with regard to the individual circumstances. Persons implementing any recommendations
contained in this publication must exercise their own independent skill or judgement or seek appropriate professional advice relevant to their own particular
practice. Compliance with any recommendations will not in any way guarantee discharge of the duty of care owed to patients and others coming into contact
with the health professional or practice. Avantis not responsible to you or anyone else for any loss suffered in connection with the use of this information. Information
is only current at the date initially published. © Avant Mutual Group Limited 2023 fact-117 06/23 (DT-3249)
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