
1800 128 268
avant.org.au

Disclaimer: “This publication is not comprehensive and does not constitute legal or medical advice. You should seek legal or other professional advice before relying on any content, and practice proper clinical decision making with 
regard to the individual circumstances. Persons implementing any recommendations contained in this publication must exercise their own independent skill or judgment or seek appropriate professional advice relevant to their own 
particular practice. Compliance with any recommendations will not in any way guarantee discharge of the duty of care owed to patients and others coming into contact with the health professional or practice. Avant is not responsible 
to you or anyone else for any loss suffered in connection with the use of this information. Information is only current at the date initially published. © Avant Mutual Group Limited 2021 	   fact-144 10/21 (DT-2169)

For more information or immediate medico-legal advice, call us on 1800 128 268, 24/7 in emergencies.

Useful resources
•	 Online conferencing technologies – Connected, secure consultations 

(digitalhealth.gov.au) 

•	 Avant factsheet – Clinical images: a snapshot of the issues

•	 Avant factsheet – Social media for doctors: keeping it professional

•	 Avant factsheet – Messaging Apps: communicating safely in clinical 
practice

•	 Avant factsheet – Privacy basics and data breaches

•	 Avant featured collection: Telehealth

Workplace issues Security issues 

What do you need to consider before using your personal device to take clinical images,  
communicate via apps or for telehealth?

Using your personal device for 
communicating at work

Does your workplace have a policy that covers using 
your personal device and/or digital communication?

If so, are you complying with the requirements of 
your workplace’s policy for clinical communication?  

Does your workplace have an approved platform for 
communicating via apps?

 If so, use the platform that is approved  
in your workplace.

Do you have password protection?

Have you reviewed the default settings?  
(especially those relating to access to information  

on your device e.g. contacts) 

Have you disabled the automatic upload  
function to any cloud storage?

Is the platform you are using secure? 
Does it have end-to-end encryption? 

If you lose your device, can you remotely  
delete the contents? 

What about your own privacy? 

What personal information will you be sharing by 
using your personal device (e.g. your phone number, 

email address etc. )?

https://www.digitalhealth.gov.au/sites/default/files/2020-11/Online_conferencing_technologies-Connected_secure_consultations.pdf
https://www.digitalhealth.gov.au/sites/default/files/2020-11/Online_conferencing_technologies-Connected_secure_consultations.pdf
http://avant.org.au/Resources/Public/Clinical-photography-a-snapshot-of-the-issues
https://www.avant.org.au/Resources/Public/20170831-keeping-it-professional-social-media-for-doctors
http://avant.org.au/resources/public/messaging-apps-communicating-safely-in-clinical-practice
http://avant.org.au/resources/public/messaging-apps-communicating-safely-in-clinical-practice
http://avant.org.au/Resources/Public/Privacy-basics-and-data-breaches-251017
http://avant.org.au/Resources/Public/Telehealth-what-you-need-to-know

